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Audit Committee Terms of Reference 
 
The duties and responsibilities of the committee will be: 

 
a)  Provide guidance and assistance to Council as to the carrying out the functions of the local government in relation to audits and 

matters related to financial management;  
b)  Meet with the auditor once in each year and provide a report to Council on the matters discussed and outcome of those 

discussions;  
c)  Liaise with the CEO to ensure that the local government does everything in its power to:  

- assist the auditor to conduct the audit and carry out his or her other duties under the Local Government Act 
1995; and  

- ensure that audits are conducted successfully and expeditiously;  
d)  Examine the reports of the auditor after receiving a report from the CEO on the matters to:  

-  determine if any matters raised require action to be taken by the local government; and  
- oversee the implementation of any action so determined in respect of those matters;  

e)  Review the report prepared by the CEO on any actions taken in respect of any matters raised in the report of the auditor and 
presenting the report to Council for adoption prior to the end of the next financial year or 6 months after the last report prepared 
by the auditor is received, whichever is the latest in time;  

f)  Review the scope of the internal audit plan and program and its effectiveness;  
g)  Review the appropriateness of special internal audit assignments undertaken by internal audit at the request of Council or the 

CEO;  
h)  Review the level of resources allocated to internal audit and the scope of its authority;  
i)  Review reports of internal audits, monitor the implementation of recommendations made by the audit and review the extent to 

which Council and management reacts to matters raised;  
j)  Facilitate liaison between the internal and external auditor to promote compatibility, to the extent appropriate, between their 

audit programs;  
k)  Review the local government’s draft annual financial report, focusing on:  

-  accounting policies and practices;  
- changes to accounting policies and practices;  
- the process used in making significant accounting estimates;  
- significant adjustments to the financial report (if any) arising from the audit process;  
-  compliance with accounting standards and other reporting requirements; and  
- significant variances from prior years;  

l)  Consider and recommend adoption of the annual financial report to Council. Review any significant changes that may arise 
subsequent to any such recommendation but before the annual financial report is signed;  

m)  Address issues brought to the attention of the committee, including responding to requests from Council for advice that are within 
the parameters of the committee’s terms of reference;  

n)  Seek information or obtain expert advice through the CEO on matters of concern within the scope of the committee’s terms of 
reference following authorisation from the Council;  

o)  Review the annual Compliance Audit Return and report to the council the results of that review,  
p)  Having regard to the culture and capability of the organisation, consider the CEO’s reviews of the appropriateness and 

effectiveness of the local government’s systems and procedures in regard to risk management, internal control and legislative 
compliance, required to be provided to the committee, and report to the council the results of those reviews;  

q)  Monitor and advise the CEO when the CEO is carrying out functions in relation to a review of the appropriateness and 
effectiveness of the local government’s systems and procedures in regard to risk management, internal control and legislative 
compliance;  

r)  Oversee the implementation of any action required following receipt of the review of the appropriateness and effectiveness of the 
local government’s systems and procedures in regard to risk management, internal control and legislative compliance;  

s)  Monitor and advise the CEO when the CEO is carrying out functions in relation to a review of the appropriateness and 
effectiveness of the financial management systems and procedures;  

t)  Oversee the implementation of any action required following receipt of a review of the appropriateness and effectiveness of the 
financial management systems and procedures.  
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Acknowledgement of Country 
 

We acknowledge the traditional owners of the land, the Noongar Wardandi people and their continuing 
connection to the land, waters and community. We pay our respects to all members of the Aboriginal community 

and their cultures; and to Elders past, present and emerging. 
 

Audit Committee - Notice of Meeting 
 

Dear Committee Members 
 
The next meeting of the Audit Committee will be held in the Ocean Room, City of Bunbury Administration 
Building, 2-4 Stephen Street, Bunbury on Tuesday, 27 February 2024 at 10.00am. 
 
Signed:   
Greg Golinski 
Manager Governance 

 
 

Agenda 
27 February 2024 

 
Members of the public to note that recommendations made by this committee are not final and will be subject to adoption (or 
otherwise) at a future meeting of the Bunbury City Council. 

 
Committee Members: 

Member Name Representing 
Mayor Jaysen Miguel City of Bunbury 
Cr Gabi Ghasseb (Presiding Member) City of Bunbury 
Cr Marina Quain City of Bunbury 
Cr Michelle Steck City of Bunbury 
Mr John Barratt Independent Member 
Mr Stuart Eaton Independent Member 

 
Support Staff/Visitors: 

Name Title 
Mr Greg Golinski Manager Governance 
Mr Alan Ferris Chief Executive Officer 
Mrs Karin Strachan Director Strategy and Organisational Performance 
Mr Jordan Hunt Team Leader Integrated Planning and Reporting 
Mr Elijah Glass Manager Information Services 
Mrs Maureen Keegan Senior Governance Officer 
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1. Declaration of Opening 
 
 
 

2. Disclaimer 
 
Not applicable to this committee. 
 

3. Announcements from the Presiding Member 
 
 

4. Attendances 
 

4.1 Apologies 
 
  

4.2 Approved Leave of Absence 
 
 

5. Declaration of Interest 

 
 

IMPORTANT: Committee members to complete a “Disclosure of Interest” form for each item on the agenda in which 
they wish to disclose a financial/proximity/impartiality interest. They should give the form to the Presiding Member 
before the meeting commences. After the meeting, the form is to be forwarded to the Administration Services Section 
for inclusion in the Corporate Financial Disclosures Register. 

 

6. Public Question Time 
 
Not applicable to this committee. 
 
 

7. Confirmation of Minutes 
 

Committee Decision:  Moved ___________  Seconded ___________ 
 

The minutes of the Audit Committee Meeting held on 29 November 2023 are confirmed as a true and 
accurate record. 

CARRIED/LOST 
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8. Presentations 
 

Nil 
 

 
 

9. Method of Dealing with Agenda Business 
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10. Reports 

10.1 Employee Leave Balances 
 

File Ref: COB/6329 
Applicant/Proponent: Internal 
Responsible Officer: Odetta Robertson, Manager People and Safety 

Greg Golinski Manager Governance  
Responsible Manager: Odetta Robertson, Manager People and Safety 

Greg Golinski, Manager Governance  
Executive: Alan Ferris, Chief Executive Officer 

Karin Strachan, Director Strategy and Organisational Performance 
Authority/Discretion ☐ Advocacy 

☐  Executive/Strategic 
☒  Legislative  

☐  Quasi-Judicial 
☐  Information Purposes 

Attachments: Confidential Appendix 10.1: Annual Leave Report 
 
Summary 
 
The purpose of this report is to provide the Audit Committee (the Committee) with information relating 
to Annual Leave accruals for City staff. 
 
Executive Recommendation 
 
That the Audit Committee note the information provided within this report. 
 
Voting Requirements: Simple Majority 
 
Strategic Relevance 

 
Pillar Performance 
Aspiration Leading with purpose and robust governance 
Objective 13 A leading local government 
Objective 13.1 Provide strong, accountable leadership and governance 
 
Regional Impact Statement 
 
N/A 
 
Background 
 
The CEO has previously been requested by the Committee to provide a recurring report concerning 
accrued staff leave. This was requested on the basis of the risk presented to the City in carrying excessive 
leave liabilities.  
 
This report fulfils this requirement and is provided bi-annually as at 30 June and 31 December each year.  
 
Council Policy Compliance 
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There are no Council policies relating to this report. 
 
Legislative Compliance 
 
N/A  
 
Officer Comments 
 
The attached report (Confidential Appendix 10.1) detail the City’s leave liabilities as at 30 December 2023, 
as well as trend data for earlier periods.  
 
Note that the figures represent liabilities in excess of annual entitlements (4 or 5 weeks depending on the 
Officer) and also liabilities in excess of 8 weeks, which is defined by Fair Work Australia as being 
“excessive”. 

 
Analysis of Financial and Budget Implications 
 
Nil 
 
Community Consultation 
 
N/A 
 
Elected Member/Officer Consultation 
 
This matter is presented to the Committee for information and discussion. 
 
Timeline: Council Decision Implementation 
 
N/A, this matter is presented to the Committee for information only.  
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10.2 2023 Compliance Audit Return 
 

File Ref: COB/6329 
Applicant/Proponent: Internal 
Responsible Officer: Maureen Keegan, Senior Governance Officer 
Responsible Manager: Greg Golinski, Manager Governance 
Executive: Karin Strachan, Director Strategy and Organisational Performance 
Authority/Discretion ☐ Advocacy 

☐  Executive/Strategic 
☒  Legislative  

☐  Quasi-Judicial 
☐  Information Purposes 

Attachments: Appendix 10.2: Compliance Audit Return 
 
Summary 
 
The purpose of this report is for Council to consider the Statutory Compliance Audit Return (the Return) 
for the calendar year 1 January to 31 December 2023. 
 
Executive Recommendation 
 
That the Audit Committee recommend that Council adopt the Statutory Compliance Audit Return for the 
City of Bunbury for the period 1 January to 31 December 2023. 
 
Voting Requirement: Simple Majority  
 
Strategic Relevance 
 
Pillar Performance 
Aspiration Leading with purpose and robust governance 
Outcome 13 A leading local government 
Objective 13.1 Provide strong accountable leadership and governance 
 
Regional Impact Statement 
 
Not applicable 
 
Background 
 
Each year the Department of Local Government, Sport and Cultural Industries requires local governments 
to conduct an annual assessment of their compliance with key components of the Local Government Act 
1995 (the Act) and associated Regulations.  The 2023 Return is to be provided to the Department by 31 
March 2024. 
 
Council Policy Compliance 
 
There is no current Council Policy relevant to this item. 
 
Legislative Compliance 
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Completion of the statutory Compliance Audit Return is a requirement under the provisions of section 
7.13(1)(i) of the Local Government Act 1995 and regulations 13 and 14 of the Local Government (Audit) 
Regulations 1996. 
 
Officer Comments 
 
Mangers and Officers are provided with copies of the relevant sections of the Return for assessment and 
completion.  The final Return is then compiled on-line using the information provided.  Any comments 
where appropriate are included in the Return to assist in either validating compliance or explaining non-
compliance. 
 
There were zero non-compliance identified for the 2023 period. 
 
Analysis of Financial and Budget Implications 
 
Nil 
 
Community Consultation 
 
Not applicable 
 
Councillor/Officer Consultation 
 
Relevant Officers and the Executive Leadership Team have been consulted in relation to the completion 
of the 2023, which is now presented to the Audit Committee for consideration. 
 
Applicant Consultation 
 
Not applicable 
 
Timeline: Council Decision Implementation 
 
Submission of the Return to the Department of Local Government, Sport and Cultural Industries by the 31 
March 2024. 
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10.3 Risk Management Update 
 

File Ref: COB/381 
Applicant/Proponent: Internal 
Responsible Officer: Jordan Hunt, Team Leader Integrated Planning 
Responsible Manager: Greg Golinski, Manager Governance 
Executive: Karin Strachan, Director Corporate and Communities 
Authority/Discretion ☐ Advocacy 

☒  Executive/Strategic 
☒  Legislative  

☐  Review 
☐  Quasi-Judicial 
☐  Information Purposes 

Attachments: Appendix 10.3: City of Bunbury Opportunity and Risk Matrix 
 
Summary 
 
The purpose of this Report is for the Audit Committee to note the City’s Opportunity and Risk Matrix and 
associated definitions, as well as noting the update to the City’s Enterprise Risk Management Service 
since June 2023. 
 
Executive Recommendation 
 
That the Audit Committee note the information provided within this report. 
 
Voting Requirement: Simple Majority 
 
Strategic Relevance 
 
Pillar:                                   Performance 
Aspiration:                          Leading with purpose and robust governance. 
Outcome 13:                      A leading local government. 
Objective 13.1:                  Provide strong, accountable leadership and governance. 
 
Regional Impact Statement 
 
There will not be any regional impact by noting the report. 
 
Background 
 
This Enterprise Risk Management (ERM) report provides an overview of the City of Bunbury's progress in 
implementing Risk Management as a service against plan. The report also provides further details of the 
key activities in progress such as the development of the Pulse Risk Management software system, a 
review of the organisation's risk appetite statement, and the establishment of the City's Risk Management 
Board.  
 
Elected Members in collaboration with the Executive Leadership Team have performed an assessment of 
the City’s strategic, governance, compliance, and operational risks and developed the City of Bunbury 
Opportunity and Risk Matrix (see Appendix 10.3). 

 
Council Policy Compliance 
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Risk Management Council Policy 
Risk Management Framework 
 
Legislative Compliance 
 
The Enterprise Risk Management service is developed in the context of Regulation 17 of the Local 
Government (Audit) Regulations 1996. 

 
Officer Comments 
 
Progress against the City’s Service Design and Improvement action plan is detailed below: 
 

Phase Key Deliverables Timeframe Status 
Phase 1: 
Establishment of 
the Enterprise Risk 
Management 
service 

Development of Framework 
and Operational Risk 
Register, identification of Risk 
Owners, development of Risk 
Reporting Template (ELT), 
identification of Risk Team 
requirements (training, 
space). 
 

March ‘23 - 
Jun '23 

Completed  
(Ongoing review and 
refinement of framework, 
registers and reporting 
occurring to suit Pulse 
solution) 

Phase 2: 
Establishment of 
the organisational 
risk approach 

Development of process 
maps, trigger maps, 
Escalation Framework, and 
organisational tools & 
templates. 
 

Jul '23 - Sept 
'23 

In progress 
(Ongoing development, 
review and refinement of 
tools and templates 
occurring to suit Pulse 
solution) 
 

Phase 3: Prepare 
for the 
implementation of 
Pulse Software 

Identification of user needs, 
requirements and training, 
input of system information 
and update processes in line 
with software. 
 

Oct '23 - Dec 
'23 
 

In progress 
(Solution design workshop 
completed. Data input in 
progress for initial upload 
into test environment) 
 

Phase 4: 
Embedding of 
Enterprise Risk 
service and Pulse 
Software 

Internal communications plan 
and engagement to 
effectively initiate the 
embedding of the Enterprise 
Risk Management service 
within the organisation. 
 

Jan '24 - Jun 
'24  

(Dependant 
on Pulse 
Software 
Scoping) 
 

Not started 
(The City has established 
its Risk Board which will 
be the catalyst for internal 
communications and 
engagement. Engagement 
with the remainder of the 
organisation to occur upon 
the completion of the 
Pulse software 
development which is 
expected for March 2024) 
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Phase Key Deliverables Timeframe Status 
Phase 5: 
Establishment of 
Control Assurance 
Program (BAU) 

Schedule, engagement plan 
and approach for continual 
improvement of risk controls 
 

Jul '24 - Dec 
'24 

Not started 

 
 
Phase 1 and 2 Update: 

Phase 1 and 2 of the Service Design and Improvement action plan is centred around the development 
of the foundational components of effective and sustainable risk management practices. Two key 
elements required in achieving this are the establishment of a Risk Board and the development of a 
clear Risk Appetite Statement.  

 
The creation of the City's Risk Board is an important step in elevating the governance structure for 
risk management. The Risk Board is comprised of the Executive Leadership Team and key 
stakeholders from various departments. The Risk Board fosters collaboration, transparency, and 
accountability in decision-making related to risk management. This body plays a crucial role in 
overseeing the implementation of risk management strategies and ensuring alignment with 
organisational objectives. 

 
As depicted in the diagram below the Risk Board meets on a quarterly basis ahead of Audit 
Committee meetings. The Board receives risk reports prepared by the risk team which highlight, 
among other important information, the status of the City’s performance against its risk tolerance 
measures as well as specific risks whose ratings have moved beyond acceptable levels. The 
information provided allows the Board to determine appropriate mitigating actions to implement. 

 
The results from the Risk Board and its corresponding reports will be shared during the subsequent 
Audit Committee meeting and included in the Audit Committee report to Council. 
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An important role of the Risk Board is to establish a clear risk appetite for the Organisation by way of 
a Risk Appetite Statement. A review of the City’s Risk Appetite Statement is in progress to ensure that 
it accurately reflects the City's tolerance for risk to provide a foundation for informed decision-
making and resource allocation. 

 
The intention of the updated Risk Appetite Statement is to not only provide clear guidance of the 
City’s tolerance to risks of a particular risk category but to also determine clear tolerance measures 
that allow the City to monitor how effectively it is applying the guidance. The example below is still 
under review, however, demonstrates the intended structure of the Risk Appetite Statement. 

 

 

  

Phase 3 Update: 

Substantial progress has been made in the development of the Pulse Risk Management software 
system, a platform designed to enhance the City's risk identification, assessment, and mitigation 
capabilities. The system facilitates real-time monitoring, reporting, and analysis of risks, ensuring a 
proactive and data-driven approach to risk management. The team has completed the solution 
design phase of the project and is in the process of gathering the appropriate data for the initial 
upload into the test environment. 

 
As a result of the Pulse solution design work being undertaken and the development of the City’s 
Opportunity and Risk Matrix, the team has conducted a thorough review of the strategic and 
operational risk registers to ensure they are structured in such a way that the Pulse product best 
supports their use. The review has involved reassessing existing risks considering recent 
organisational change and the outcomes of the Opportunity and Risk Matrix. The review focussed on 
simplifying the language in the register and its structure to help foster clear accountability and buy-in 
from staff. This analysis ensures that risk registers remain up-to-date and relevant, enabling the City 
to proactively address potential threats and capitalise on opportunities. 

 
The organisation has made commendable progress towards embedding Risk Management as a 
service within its operations. The integration of the Pulse Risk Management software system, 
alignment of the risk appetite statement, review of risk registers, and establishment of the Risk Board 
contribute to a sustainable and proactive approach to enterprise risk management.  

 
With the foundations of effective risk monitoring established and the Pulse system soon to be 
deployed, the intention is for future iterations of this report to be structured in a way that facilitates 
the Audit Committee in performing its oversight role. The report will provide the relevant information 
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for the Audit Committee to ensure risks are identified, assessed, and managed appropriately to 
safeguard the organisation’s interests. 

 
Analysis of Financial and Budget Implications 
 
Nil 
 
Community Consultation 
 
Nil 
 
Elected Member/Officer Consultation 
 
This matter is presented to Council by the Audit Committee for consideration. 
 
Applicant Consultation 
 
N/A 
 
Timeline: Council Decision Implementation 
 
Not applicable 
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10.4 Cyber Security  

Cyber Security Audit Report 
 

File Ref: COB/6329 
Applicant/Proponent: Elijah Glass – Coordinator Digital Services 
Responsible Officer: Elijah Glass – Coordinator Digital Services 
Responsible Manager: Elijah Glass – Coordinator Digital Services 
Executive: Karin Strachan – Director Strategy and Organisational Performance  
Authority/Discretion ☐ Advocacy 

☐  Executive/Strategic 
☐  Legislative  

☒  Review 
☐  Quasi-Judicial 
☒  Information Purposes 

Attachments: Appendix 10.4 Cyber Security Update Report 
 
Summary 
 
The City of Bunbury continues to make significant progress in cybersecurity. Key advancements include 
enhanced network security, progress towards Essential Eight compliance, and addressing critical audit 
findings. 
 
Executive Recommendation 
 
That the Audit Committee notes that the City will continue to work towards achieving level 1 maturity 
based on the Australian Signals Directorate (ASD) Essential 8 criteria as currently directed by the Western 
Australia Office of Digital Government. 
 
Voting Requirement: Simple Majority  
 
Strategic Relevance 
 
Pillar Reputation 
Aspiration Performance: Leading with purpose and robust governance. 
Outcome 13 A leading local government 
Objective 13.3  Effectively manage the City’s resources 
 
Regional Impact Statement 
 
Prioritising cybersecurity ensures uninterrupted delivery of essential community services, protecting 
citizen welfare and maintaining daily operations. 
 
Background 
 
In November 2022 the first cyber security report was submitted to the Audit Committee. 
Recommendations included implementing recommendations from the OAG audit and implementing 
Essential 8. This report provides an update on progress with implementation of these recommendations. 

 
Officer Comments 
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The ASD Essential 8 identifies four levels of maturity commencing with level zero. Organisations are 
required to identify and plan for a target maturity level suitable for their operating environment, then 
progressively proceed with implementing actions until that target is achieved.     
 
Each maturity level outlines key mitigation strategies that organisations should implement. Maturity level 
one starts with basic mitigation strategies, such as enabling macro antivirus scanning across your 
Microsoft Office environment. In contrast, maturity level three involves more complex strategies, like 
protecting unauthorised modification and deletion for multi-factor authentication event logs.  The 
attached report (Appendix 10.4) outlines recent and ongoing efforts in cyber security in the City’s efforts 
at achieving level 1 of the ADS Essential 8, including an updated high level risk assessment.  

 
Analysis of Financial and Budget Implications 
 
Nil 
 
Community Consultation 
 
N/A 
 
Councillor/Officer Consultation 
 
This matter is presented to the Audit Committee for information. 
 
Applicant Consultation 
 
N/A 
 
Timeline: Council Decision Implementation 
 
N/A 
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11. Questions from Members  
 

11.1 Response to Previous Questions from Members taken on Notice 
 
Nil 
 

11.2 Questions from Members   
 
 
 
 
 

12. Urgent Business 
 
Nil 
 

13. Date of Next Meeting  
 
TBC pending the timing of the interim (external) audit being completed, likely late June/early July 2024 
 
 

14. Close of Meeting 
 
The Presiding Member closed the meeting at ____am. 
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City of Bunbury Opportunity and Risk Matrix - February 2024 

   

  
 

 
 

External Relationships 
 

 
Asset Management 

 
People/ Organisation 

 
Finance/Commercial 

 
Product/ Service Quality 

GOVERNANCE 

RISKS 

 

  Asset Valuation  Organisation Culture  Conflict of Interest  Legislative Changes 

  Asset Renewal  Council Performance    Amalgamation 

        Strategic Objectives 

STRATEGIC 

RISKS 

 

Community Expectations  CoB Identity/Brand  Executive Team Performance  Funding Access  Community Social Challenges 

Private/ Public Partnerships  Climate Change Impacts  Organisation Structure  Cash Reserves  Transport Options 

Advocacy Impact  Sustainability Performance    Industry Diversification  New Technology 

Community Engagement  Cyber Security    Balance Sheet Structure   

Attracting Investors         

OPERATIONAL 

RISKS 

 

Government Relations  Data Protection – IP & 
Confidential information  Quality Staff  Budget Delivery  Planning & Building Approvals 

Industry/Business Relations  Museums & Art Collections  Available Staff  Contract Management  Community Events 

Utilities Challenges  Environmental Damage  Safe Facilities  Debt Covenants  Bushfire Preparedness & Response 

  IT Connectivity  Facilities Security  Rates Accuracy  Quality Council Services 

    Fraud/Corruption  Bad Debts  Business Continuity 

    Volunteer Management    Landfill Access 

    Worker Injured     

COMPLIANCE 

RISKS 

 

  Data Related Legislation  WHS Legislation Compliance  Procurement Process 
Compliance  Local Government Act 

  Heritage Protection  Employee Related Legislation  FMA & TI   

  Contaminated Land  Payroll Accuracy  ATO Compliance   

        

         



Risk Definitions 

   

GOVERNANCE RISKS  DESCRIPTION 

Asset Valuation  Assets wrongly valued in the balance sheet 

Asset Renewal  Inability to renew assets in acceptable time frame  

Organisation Culture  Poor organisation culture does not support the strategy or risk appetite of 
CoB 

Council Performance  Unacceptable performance of the Council or Councillors 

Conflict of Interest  Conflicts of interest not managed appropriately 

Legislative Changes  Legislative changes negatively impact CoB’s objectives 

Amalgamation  Amalgamation with other council(s) does not deliver increased service 
delivery or cost efficiency to the community 

Strategic Objectives  Inability to deliver the strategic objectives of the City. 

STRATEGIC RISKS  DESCRIPTION 
Community Expectations  CoB unable to meet the increasing expectations of the community 

Private/ Public Partnerships  CoB unable to attract private/public partnerships to advance strategic 
priorities. 

Advocacy Impact  CoB’s advocacy efforts do not deliver the impact or ability to influence 
required to advance strategic priorities. 

CoB Identity/Brand  Lack of clear identity and brand positioning does not attract opportunities for 
the City 

Climate Change Impacts  Effects of climate change negatively affects the city’s assets and communities 

Sustainability Performance  The City is unable to demonstrate improvements in the sustainability of its 
operations 

Cyber Security  CoB’s business is disrupted due to cyber breach 

Executive Team Performance  Poor performance of the executive team in delivering strategy and leading 
people 

Organisation Structure  Organization structure is not fit for purpose to support the delivery of its 
strategic objectives 

Funding Access  Inability to access capital to support asset renewal and growth opportunities 

Cash Reserves  Declining cash reserves expose the City to financial limitations 

Industry Diversification  Lack of diversification of industry hampers growth and rates‐to‐servicing 
sustainability 

Balance Sheet Structure  Structure of the City’s balance sheet exposes the City to liability  

Community Social Challenges  Community social challenges negatively impacts the City’s attractiveness for 
people to live and work within 

Transport Options  Lack of transport option serving the City restricts activation and growth 
opportunities 

New Technology  

 
Lost opportunities to improve service delivery through a lack of uptake of 
new technologies  
 



Risk Definitions 

   

OPERATIONAL RISKS  DESCRIPTION 
Community Engagement  Adverse outcomes arise due to inadequate engagement activities 

Attracting Investors  Inability to attract and retain investors 

Government Relations  Poor relations with government agencies 

Industry/Business Relations  Poor relations with industry/business groups 

Utilities Challenge  Access to utilities does not facilitate growth opportunities 

Data Protection  Failure to protect data 

Museums & Art Collections  Museum and Art Collection assets not managed appropriately 

IP Protection  Failure to exploit/protect intellectual property assets 

Confidential Information  Inability to protect confidential information  

Environmental Damage  Environmental damage occurs from CoB’s operations 

IT Connectivity  IT connectivity does not meet standards required 

Quality Staff  Inability to attract and retain quality staff 

Available Staff  Staff unavailable to fully deliver service demands 

Safe Facilities  Inability to provide safe facilities for staff, contractors, visitors and community

Facilities Security  Lack of adequate facilities security negatively impacts assets and community 

Fraud/Corruption  CoB exposed to fraud and/or corruption by staff or contractors 

Volunteer Management  City is exposed to liability from volunteer management processes 

Worker Injured  Worker sustains injury during performance of duties 

Budget Delivery  Inability to deliver the approved budget 

Contract Management  Contracts and their management do not deliver protection to the City 
ensuring that products and/or services are delivered as required  

Debt Covenants  CoB exceeds debt covenants 

Rates Accuracy  Rates invoiced incorrectly 

Bad Debts  Financial exposure from bad debts 

Planning & Building Approvals  Planning and building approvals process does not facilitate growth 
opportunities 

Community Events  Public liability exposure from public events run by the City 

Bushfire Preparedness and 
Response 

Inadequate bushfire preparedness and response exposes the community 

Quality Council Services  Services delivered by the CoB do not meet quality standards required 

Business Continuity  Council unable to deliver services due to systems failure or unexpected event 

Landfill Access  Landfill demand exceeds landfill sites available to the City 

COMPLIANCE RISKS DESCRIPTION 
Data Related Legislation  Non‐compliance with data related legislation 

Heritage Protection  Non‐compliance with heritage protection legislation 

WHS Legislation Compliance  Non‐compliance with WHS legislation 

Employee Related Legislation  Non‐compliance with employment related legislation 



Risk Definitions 

   

Payroll Accuracy  Employees paid or benefits accrued incorrectly 

Procurement Process 
Compliance 

Non‐compliance with procurement process requirements 

FMA & TI  Non‐compliance with Financial Management Act and Treasurers Instructions 

ATO Compliance   Non‐compliance with ATO requirements 

Local Govt Act  Non‐compliance with Local Govt Act 
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1. Execu�ve Summary 
 

The City of Bunbury con�nues to demonstrate a proac�ve approach to cybersecurity. Key 
achievements since the last repor�ng period include: 

Enhanced network security: The installa�on of a new For�gate Firewalls enables proac�ve 
vulnerability scanning and deeper threat analysis, significantly increasing network protec�on. 

Essen�al Eight Progress: Ongoing efforts have resulted in substan�al progress toward Level 1 
maturity of the Essen�al Eight framework, a widely recognized cybersecurity benchmark. 

OAG audit findings: With the commencement of the data centre exit project, cri�cal audit findings 
are being addressed, including the establishment of dedicated disaster recovery capabili�es and 
ensuring redundant power and internet sources for business con�nuity. 

Increased Staff Awareness: Successful phishing awareness campaigns have reduced employee 
suscep�bility, strengthening our defence against social engineering atacks. 

 

2. Risk Assessment 
 

Evolving Threat Landscape: Ransomware atacks con�nue to pose a significant risk to organiza�ons 
globally, including local governments. Regular assessments of our preparedness and response 
capabili�es remain crucial. 

Legacy Systems: The con�nued use of outdated systems presents poten�al security vulnerabili�es. 
While current mi�ga�on strategies are in place, a long-term plan for replacement or robust isola�on 
of these systems needs ongoing evalua�on. 

Online Services Expansion: Increased use of online services for ci�zen interac�on creates a broader 
atack surface. Rigorous security measures must be incorporated into development processes and 
ongoing security tes�ng has been implemented. 

Regulatory Compliance: The City's increasing data footprint requires a con�nuous review of security 
measures to ensure adherence to applicable data security and privacy regula�ons. 

 

3. Audit Findings and Remedia�on 
 

The City of Bunbury takes the recommenda�ons from the OAG's September 2021 cybersecurity audit 
seriously and has made significant progress in addressing these findings. With two of the six findings 
resolved and the remainder due for resolu�on within the next six months. 

Incident Response: A cyber security incident register has been created to facilitate effec�ve 
repor�ng and response capabili�es. The development of a comprehensive incident response plan, 
including the involvement of external agencies, is currently in progress. 
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Vulnerability Management: Ongoing efforts include internal vulnerability iden�fica�on, priori�zing 
remedia�on, and applying necessary patches. The use of external applica�on penetra�on tes�ng has 
been ini�ated to ensure comprehensive security tes�ng. 

Disaster Recovery and Business Con�nuity: The Data Centre Exit project, currently underway, 
addresses cri�cal audit recommenda�ons, par�cularly concerning robust disaster recovery 
infrastructure. While disaster recovery and business con�nuity plans are undergoing updates, the 
project lays the founda�on to form these plans. 
 

4. Ongoing ini�a�ves and progress 
 

Security Awareness and Training: Targeted cybersecurity training ini�a�ves, including simulated 
phishing campaigns, con�nue to increase employee awareness. This demonstrated improvement in 
detec�on and reduced suscep�bility to email-based atacks directly mi�gates a common atack 
vector for organiza�ons. The addi�on of a wider variety of training methods enhances knowledge 
reten�on and reinforces posi�ve security habits. 

Essen�al Eight Framework Adop�on: Ongoing work towards Level 1 maturity of the Essen�al Eight 
provides a roadmap for con�nuous improvement. Aligning with this widely recognised benchmark 
reinforces our proac�ve stance on cybersecurity risk management, demonstra�ng both measurable 
progress and adherence to industry best prac�ces. Progress in Essen�al Eight framework will 
accelerate once the Data Centre Exit project is completed as it will free up resources and compute to 
do thorough tes�ng to ensure opera�ons are not affected. 

Prac�ce Current 
maturity level 

Detail on reaching level 1 

Applica�on Control 1 Achieved 
Patch Applica�ons 1 Achieved 
Configure Microso� 
office macro se�ngs 

0.5 To achieve Maturity Level 1, the City is required to 
implement measures to block Microso� Office macros from 
being downloaded from the Internet and for users to be 
blocked from changing macro security se�ngs.  

User applica�on 
hardening 

0.5 To achieve Maturity Level 1, the City would need to block 
adver�sements (currently only filtered) from showing in web 
browsers and block web browsers from processing Java.  

Restrict 
administra�ve 
privileges 

0.4 The remaining requirements to reach Maturity Level 1 are 
not areas that are currently prac�ced by the City.  

Patch Opera�ng 
Systems 

1 Achieved 

Mul�-factor 
authen�ca�on 

0.25 Systems are not currently in place for all web apps to require 
mul�-factor authen�ca�on to access that are outside IT 
control which is required to meet Maturity Level 1.  

Regular backups 1 Achieved 
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Network Security Moderniza�on: A comprehensive review of our network structure is underway to 
iden�fy and implement enhancements for increased security. This includes assessing network 
segmenta�on strategies and iden�fying areas for technology upgrades to minimize vulnerabili�es. 
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